Kak 3amntnuTtb cBOU cbepexeHnsi B BUPTyanbHOM MUpe

Ha npotsxeHuun Tekyuiero roga B Pecnybnuke benapycb BHOBb Habntogaetcs poct
Konun4yecTBa NpecTyniieHnn B cpepe NMHPOopPMaLIMOHHbIX TeEXHOSOrMin. lNoaasnsioLlee
BOMbLMHCTBO U3 HUX COCTaBNAT XULLEHUS AEHEXHbIX CpeacTB nyTeM 3aBrafeHus
pekBM3nTamm 6aHKOBCKMX NNaTeXHbIX KapT — CT. 212 (XMweHne umyLecTsa nytem
Moandukaumm KOMMNbOTEPHOM MHpOopMaLMK) YTronoBHOro kogekca Pecnybnuku
Benapycs.

lMoHMMaHue Toro, 4To Takoe KnbepnpecTtyneHune, kakme Tunbl KNGepnpecTynneHnn
CYLLIECTBYIOT 1 KaK OT HUX 3alLUUTUTLCS, NMOMOXET BaM YyBCTBOBaTb Ce0s yBEepeHHee.
B aTon ctatbe nogpobHO pacckakeM O TOM, YTO Takoe KubepnpecTynHOCTb, OT
KaKnX yrpo3 M Kak Hy>KHO 3alumiatbesd, YTobbl obecneynTsb cBo 6e3onacHoCcTh B
CEeTU MHTEpHeT.

Y10 Takoe KubepnpecTtynneHue.

KnbepnpecTynneHue - 3To NpecTynHasa AeAaTenbHOCTb, Lenbio KOTOPOW SBMSeTCS
HenpaBOMEpPHOE MCMNOMb30BaHNE KOMMbIOTEPA, KOMMbIOTEPHOW CETU UNN CETEBOTO
ycTponcTBaa.

BonbWNHCTBO KMOEpNpecTynneHnin coBepLuatoTca KnbepnpectynHukaMmm nnm
Xakepamu, KoTopble 3apabaTbiBaloT Ha aTOM AeHbrn. KnbepnpectynHas
AeATeNbHOCTb OCYLLEeCTBNAETCS OTAENbHBIMY NNLAMN NN OpraHn3aunsamu.
HekoTopble knbepnpecTynHkM 06 beOUHAITCA B OpraHN30BaHHbIE FPynnbl,
NCnonb3ylT NepeaoBble MeToabl U 06naaatoT BbICOKON TEXHUYECKOM
KBanudukaumen. [ipyrne — Ha4MHaroLme xakepbl.



KnbepnpecTynHukn peako B3nambiBatoT KOMMbIOTEPLI MO NPUYMHAM, HE UMELLIUM
OTHOLLEHUS K MOMYYeHU0 NpUbbLINK, HanpUMep, No NOMUTUYECKUM UITN JINYHBIM.

Tunbl KGepnpecTynneHnn:
BoT Heckonbko NpuMepoB pasnnyHbIX TUNOB KNOepnpecTynneHui:

. MOLLEHHNYECTBO C 3NEKTPOHHOM MOYTON N UHTEPHET-MOLLEHHNYECTBO;

. MOLLUEHHNYECTBO C MCNOSMb30BaHNEM NNYHBIX AaHHbIX (Kpaxa u
31I0HaMepPEHHOE NCMONb30BaHNE NINYHOW
MHdopMauun);

* Kpaxa omHaHCOBbIX AaHHbIX UITN OaHHbIX
©aHKOBCKMX KapT;

* Kpaxa v npogaxa koprnopaTuBHbIX OaHHbIX;
» KnbepwaHTax (TpeboBaHune geHer ons
npegoTepalleHnst knbepartaku);

* ATtaku nporpamm-BbiMoratesnien (Tun
KnbepLiaHTaxa);

* KpunTomKeKNHr (ManHUHI KpUNTOBAIOThbl C
NCNONb30BaHNEM YYXNX pecypcoB 6e3
BegoMa Ux BnagenbueB);

* KnbepLunnoHax (HecaHKUMOHMPOBaHHOE
nosiydeHue goctyna K JaHHbIM
rocygapCTBEHHbIX UM KOMMEPYECKUX
opraHusauun).

BonbWNHCTBO KMOEPNPECTYNNEHNN OTHOCUTCS
K OHOW 13 OBYX KaTeropumu:
» KpuMunHanbHasa 0esaTenbHOCTb, LENbio
KOTOPOWN ABMSAKOTCA CaMU KOMMNbIOTEPBI;
* KpuMunHanbHasa oesaTenbHOCTb, B KOTOPOW
KOMMbIOTEPBI UCMONb3YITCH AN COBEPLLEHUS
APYrux NpecTynsieHnn.
B nepBom criydyae npecTynHUKU UCNONb3yHT
BUPYCbI N OpYyrne Tunbl BPEOOHOCHbIX
nporpamMmm, 4To6bl 3apa3nTb KOMMLIOTEPLI U
Takum 06pa3om NoOBpeaUTb UX UM OCTAHOBUTL MX paboTy. Takke C NOMOLLbIO
3510BpeaOB MOXHO yaansaTb UMK NOXULLATb AaHHbIE.
KubepnpectynneHus, B pesynbTate KOTOPbIX BnagenbLbl YCTPOUCTB HE MOTyT
Nosib30BaTbCs CBOMMW KOMMbIOTEPAMWN UMK CETLIO, @ KOMMaHWKU - NPeaoCTaBnsaATb
WHTEPHET-YCINyrM CBOUM KINMeHTaM, Ha3blBaeTCsa aTakon oTkasa B 0b6cnyxmsaHum
(DoS).
KnbepnpecTtynneHus BTOPOM KaTeropmm MCNonb3ytoT KOMMNbIOTEPLI NN CeTU NS
pacnpocTpaHeHusi Bpe4OHOCHbIX MporpamMm, HeneranbHOW MHopmaLumm nnu
HepaspeLLEeHHbIX N306pakeHnI.



WHoraa 3noymbiWNeHHWKN MOryT coBMeLLaTb 06e Kateropumn knbepnpecTynineHun.
CHayvana oHu 3apaxatoT KOMMbIoTEPLI BUPYCaMu, a 3aTeM UCMOMb3YyT UX NS
pacnpocTpaHeHusi BpeaoHocHoro N0 Ha apyrve mMalluHbl Un No BCen ceTwn.
KnbepnpecTynHMKN MOryT Takke BbINOMHATL Tak Ha3blBaeMyto aTaky C
pacnpeaeneHHbIM oTka3oM B obcnyxumsaHum (DDos). OHa noxoxa Ha DoS-ataky, Ho
ANA ee NpoBefieHUs NPECTYNMHUKN UCMONb3YIOT MHOXECTBO CKOMMPOMETUPOBAHHbIX
KOMMbIOTEPOB.

Mpumepbl KNGepnpecTynneHun:

PaccmoTpum pe3oHaHCHbIe NpuMepbl pasinyHbIX TUMOB kKnbepartak:

1. ATakm ¢ ucnonb3oBaHnem BpegoHocHoro MO

ATaka c ncnosnb3soBaHnem BpegoHocHoro MO — 370 3apaxkeHne KOMMNbITEPHON
CUCTEMbI NN CETU KOMMNBIOTEPHBLIM BUPYCOM UK APYrM TUNom BpegoHocHoro [10.
KomnbloTep, 3apakeHHbIN Bpe4OHOCHOW NMPorpamMmMon, MOXeT NCNOoSMb30BaTbCS
3M0yMbILLUMIEHHUKaMU AN JOCTUXKEHUS pasHbIX uenen. K HUM OTHOCATCA Kpaxa
KOH(bMAeHUManbHbIX JaHHbIX, UCMOMb30BaHWe KOMMbIOTEpPa 4151 COBEPLUEHUS
APYrMX NPecTynHbIX AeUCTBUIA UNN HaHeceHWe yulepba AaHHbIM.

3BeCTHbIM MUPOBBLIM NPUMEPOM aTaku C UCMNonb3oBaHNeM BpeaoHocHoro MO
saBnsieTcqa ataka Boimoratenst WannaCry, cnyunsliasica B mae 2017 roga.
Ransomware — 310 T1n BpegoHocHoro MO, KoTopbIn MCNONb3yeTca Af1s NonyyYeHns
AeHer B 0OMeH Ha pa3bnoknpoBaHue yctponctaa/dannos xepTtebl. WannaCry - 370
TUM NporpamMmMm-BbIMOraTesnen, KoTopble UCMONb3YT YS3BMMOCTb KOMMbIOTEPOB
Windows. XXeptBamu WannaCry ctanun 230 000 komnbtoTepoB B 150 cTpaHax mupa.
Brnagenbupbl 3abnoknpoBaHHbIX hannoB OTnpaBunmn coobLeHne ¢ corracnem
3annatuTb BbIKyn B KpuntoBantoTe BitCoin 3a BoccTaHOBNEHWE JOCTyNa K CBOUM
AaHHbIM. D1HaHCOBbIE NOTepW B pesynbTaTe geatensHoctn WannaCry
oLeHuBalTCsa B 4 Munnvapga 4onnapos.

2. duwmnHr

duwMHroBas KaMnaHnsa — 9TO MaccoBas paccblfika crnam-coodLeHnn nnu apyrux
POpM KOMMYHUKaLMK C Lenblo 3aCTaBUTb NofnyyYaTenen BoiMONHUTL ENCTBUS,
KOTOpble CTaBAT Nof yrposy ux JinyHyo 6esonacHoCcTb unm 6e3onacHoCTb
opraHusauuu, B KOTOpon oHn paboTtatoT. CoobLieHns B ULLIMHIOBOW pacChifike
MOrYT coepKaTb 3apaXXeHHble BOXEHNSA NN CCbINTKU Ha BPeAOHOCHbIE canTbl. OHU
TaKke MOryT NPOCUTb nony4vatensd B OTBETHOM NCbMe NpeaoCTaBuTb
KOHoMAeHUManeHyto MHpopmaumio.

M3BeCTHbIN NpuMep OULLNHI-MOLLEHHUYeCTBa npousoLlesn Ha YemnuoHate mupa no
dyT6ony B 2018 rogy. Mo nHgpopmaumm Inc, pULLMHIOBLIE INEKTPOHHbIE NMMCbMA
paccbinanncb PyToonbHbIM haHaTaMm.

B aTnx nucbmax 3noymbllLAEHHUKM NpuBnekanu 6onenbwmnkos (ansbwmebiMm
BecnnaTHbIMK noesgkamm B MockBy Ha YemnuoHaT mupa. Y nogen, Kotopble
NpoOXo4uIum no ccbifike B coobLeHnsaX, Oblnn yKkpaaeHb! NIMYHbIE AaHHbIE.

Apyrov Tmn oUWMHroBOM KaMnaHUM U3BECTEH Kak Leneson puwmnHr. MoweHHUKn
nbiTaloTcs 06MaHyTb KOHKPETHBIX fNtogen, cTaBsa NoA yrpo3y 6e3onacHoCTb
opraHmsauun, B KOTOpon oHu paboTatoT. B oTnnume ot maccoBbix



HenepCoHNMULNPOBaAHHBIX (PULLMHIOBLIX PAcChIfIoK cOObLLEeHWs AN Lenesoro
duwmHra cos3garTcs Tak, 4Tobbl y nonyyarens He BO3HUKNO COMHEHUI, YTO OHU
oTnpasneHbl U3 HAOEXHOro UCTOYHWUKA, HanpuMep, OT reHepanbHOro AMpekTopa unu
IT-meHexepa.

3. PacnpenenéHHble aTakm Tvna «oTkas B 06CNy>XMBaHUN»

PacnpeneneHHble aTakm Tuna «oTka3 B obcnyxusaHumny (DDoS) - a1o Tun
knbepartaku, KOTOPY 3M0YMbILLIIEHHUKM NCNONb3YIOT 4SS B3/IOMa CUCTEMbI UK
cetn. IHorga anga 3anycka DDoS-atak ncnonb3yrTca NOAKMHYEHHbIE YCTPOMCTBA
0T (Internet of Things — VIHTepHeT BeLlen).

DDoS-ataka neperpyxaet cuctemy 605bLLIMM KONTMYECTBOM 3anpocoB Ha
noJKnto4eHne, KOTopble OHa pacchifnaeT Yepes OAuH U3 CTaH4aPTHLIX NPOTOKOOB
CBSA3MW.

KnbepiaHtaxmcTbl MOryT ncnonb3oBatb yrpody DDoS-ataku gns nonyyvyeHnsa geHer.
Kpome Toro, DDoS 3anyckatloT B Ka4eCcTBe OTBeKatLero MmaHespa B MOMEHT
COBepLUEHNs Apyroro Tuna knbepnpecTtynneHus.

N3BecTHbIM npumepom DDoS-atakm siBnsieTca aTaka Ha Be6-cant HaumoHansHon
notepeun BenunkobputaHum B 2017 rogy. Pe3synbTaTtom cTano oTKNyYeHne Bebd-
canta 1 MOBUNBHOro NPUITOXEHMS NTOTEPEN, YTO HE NO3BONUIO rpaxkgaHam
Benvkobputanumn urpatb.




Kak He cTaTb XXepTBOW KnbepnpecTynseHus:

Tenepb, NOHUMAas, KaKyto yrpo3y npeacraBnsaeT kubepnpecTynHOCTb, BCTaeT BOMPOC
O TOM, KaK Hauny4wnm obpasom 3aLlMTUTb Ball KOMMbIOTEP U JIYHbIE AaHHbIE?
Cnepytouwme coBeTbl NOMoryT obesonacutb cebsa n coxpaHuTb Bawwm geHbru:

1. PerynspHo obHosnsante 1O 1 onepaunoHHyo cuctemy

lMocTosiHHOE 0BHOBMNEHNE NpOorpaMmMHoOro obecneveHnst 1 onepaunoHHON CUCTEMDI
rapaHTMpyeT, YTo ANs 3aWunTbl Ballero KoMnbioTepa UCNoSb3yTCA HOBENLLME
ncnpasneHnsa 6e30nacHoOCTML.

2. YctaHoBuTe aHTuBupycHoe MO n perynsipHo ero obHoBnanTe
Micnonb3oBaHne aHTMBUPYCa NN KOMMNEKCHOTO peLleHuns Ans obecneyeHns
WHTepHeT-6e30NacHOCTUN, — 3TO NMPaBUSbHbIN CNOCO6 3alMTUTL BaLly CUCTEMY OT
aTak. AHTMBMpYCcHoe MO no3sonseT NpoBepsaTb, OOHapyXnBaThb M yAanNATb yrpo3bl
A0 TOro, Kak OHM co3ganyT npobnemy. OHO NOMOraeT 3alnTUTb Ball KOMMbOTEP U
BalLW JaHHble OT knbepnpecTynHMKoB. Ecnu Bbl nCcnonb3yeTe aHTUBMPYCHOE
nporpaMmmHoe obecneveHune, perynapHo obHoBnsanTe ero, 4Tobbl obecnevnTb
HaUNy4yLWMn YpOBEHb 3aLUMThI.

3. Mcnonb3ynTte cnoxHble naponu

Mcnonb3yiTe CNoXxHble Naponu, KoTopble TpyaAHO nogobpaTtb, U, N0 BO3MOXHOCTH,
HUrge ux He 3anucbiBanTe, 0cCobeHHO B LndpoBoM Buae. MoXxXHO BOCNONb30BaThLCA
YCIyron HafleXxHoro MeHeg)xepa naposieun, Kotopbl obnerdynT Bam 3agadvy,
npeanoXuB creHepnpoBaHHbIA UM CITIOXHbIA Naporb.

4. He oTKpbIBanTe BNOXEHUS B 9fIEKTPOHHbIX CNaM-COO0BLLEHNAX
Knaccuyeckuin cnocob 3apaxxeHnst KOMMNbOTEPOB C NOMOLLIbIO BPeAOHOCHbIX aTak n
APYrMx TUNOB KNOepnpecTynneHui - 3TO BIIOXKEHUS B 3NEKTPOHHbIX Ccnam-
coobueHnax. Hukoraa He OTKpbIBanTE BIIOXXEHME OT HEM3BECTHOIO BaM
oTnpaBuTENS.

5. He HakumanTe Ha CCbINKN B 3NIEKTPOHHbIX CMam-COOBLLEHNAX U Ha canTax,
KoTopble Bam He 3HaKoMbI

Ewe oanH cnocob, ncnonb3yembli KMOGepnpecTynHUKaMmun Ang 3apaxxeHusi
KOMMbIOTEPOB Nosib3oBaTenemn, — 3T0 BPeAOHOCHbIE CCbIfIKA B CNaMOBbIX
3MEKTPOHHbIX MUCbMaXx UK Apyrnx coodLLEHUSIX, a TaKke Ha HE3HAKOMbIX BED-
canTax. He npoxoguTe no 3TUM ccbifikam, YTobbl HE CTaTb XXEPTBOW UHTEPHET-
MOLUEHHUKOB.

6. He npepocraBnante nuyHyto nHpopmaumto, He ybeameumnce B 6€30nacHoCcTm
KaHana nepegayu

Hukorga He nepefaBanTe NUYHbIE JaHHbIE MO TeNegOHy UM NO ANEKTPOHHON
noyTe, ecnn Bbl HE YBEPEHDI, YTO TeNedPOHHOE COeAMHEHNE NI ANIEKTPOHHAas noyTa
3awmileHbl. YéeguTtech, YTO Bbl 4ENCTBUTESNIBHO FOBOPUTE UMEHHO C TEM
4YesfI0BEKOM, KOTOPbI BaM HYXXEH.

7. CBSXXMTECh HAaNPAMYHO C KOMNaHWEN, eCnn Bbl NOSTYYUIIM NOLO3PUTENbHbIN
3anpoc

Ecnu 3BOHALWLMI NPOCUT Bac NpefoCTaBUTb Kakne-nnbo gaHHble, NONOXUTE TPyOKy.
[Mepe3BoHNTE B KOMMNAHWUIO HANpPsMyKo Mo HOMepy TenedoHa Ha ee ouynansHOM



canTte, n ybeguTtecb, YTO BaM 3BOHWUIIM HE MOLLEHHUKN. XKenaTenbHO Nofib3oBaTbCA,
npu 3TOM, ApYrMM TenedoHOM, NOTOMY YTO 3/I0YMBbILLSIEHHUKN MOTYT OCTaBaTbCA Ha
NHUK: Bbl ByaeTe aymaTb, YTO Habpanu HoMep 3aHOBO, a OHKU ByayT OTBeYaTb
AKOObI OT MMeHN GaHKa Uy Apyron opraHmnsaumm, C KOTOPOK, NO BalleMy MHEHWUIO,
Bbl pa3roBapuBaeTe.

8. BHumaTtenbHO npoBepsanTe agpeca Beb-canToB, KOTOPLIE Bbl NOCELLAETE
O6pawanTte BHuMaHue Ha URL-agpeca caiToB, Ha KOTOpPbIE Bbl XOTUTE 3aUTW.
Y6eauTechb, YTO OHM BLIMALAAT NErMTUMHO. He nepexoanTe No ccbifikam,
cofepxalimm He3HakoMble unun Ha Bug cnamoBble URL-agpeca. Ecnuv Baw npoaykr
ans obecnevyeHns 6€30MNacHOCTM B CETU UHTEPHET BKITKOYaET OYHKLUMIO 3aLuUThbI
OHNanH-TpaH3aKunn, ydeanTtech, YTO OHa aKTUBUPOBaHa.

9. BHumaTenbHO npocmaTpuBanTte cBom 6GaHKOBCKME BbIMUCKN

Hawwu coBeTbl AOMKHbI MOMOYb BaM He CTaTb XXepTBoKn KnbepnpecTynHukos. Ho
€CInn BCEe e 3TO CNy4nnochb, BaXXHO MOHATb, KOrA4a U Kak 3TO MpOM30LUSIO.
MpocmaTtpuanTe BHUMAaTENBHO CBON BAHKOBCKME BLINMUCKM M 3anpaluvBanTe B
6aHke nHdopmaLmo No NOLIM HE3HAKOMbLIM TpaH3aKunaM. BaHk MoxeT
NPOBEPUTb, ABMNAOTCS NI OHN MOLLUEHHUYECKUMMN.

Tenepb Bbl NOHUMAETE, KaKyto Yyrpo3dy NpeacTtaBnsaoT KNGepnpecTynHUKKN, n 3HaeTe,
KaK OT Hee 3almnTUTbLCS.
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