Kak He cTaTh KepTBOM KUOEpNpecTYIJICHU N

[lOCTMXKEHMSI HAyKM W TEXHUKW, CO3[aHWe BCEMUPHOW CETU WHTEPHET
MO3BOMMIMN  MPECTYMHOCTM  BbIMTM  HA  HOBbIN  YpPOBEHb U  3axBaTUTb
KnbepnpocTpaHCTBO.

Tenepb NPECTYMHUKY HE HY>XEH NPSIMOWN KOHTaKT C XXePTBOW, OH MOXEeT CTaTb
Yrpo30M Ans Kakgoro nonb3oBaTtenis «rnobanbHOM nayTuHbI», KPYMHbIX Kopnopawumi
N uenbIX rocyaapcTs.

[MpecTynHOCTb B BUPTyanbHOM MPOCTPAHCTBE — SBIIEHWE OTHOCUTESIbHO
HOBOE€, HO YacTb MPECTYNIIEHNIN, COBEPLUAEMbIX B Chepe BbICOKMX TEXHOSNOIMN, — 3TO
3HaKOMbIe KpaXku, MOLLEHHNYECTBA, BbIMOraTesibCTBO.

KnbepnpecTynHoCTb — HE3aKOHHblE OEWCTBUS, KOTOPbIE OCYLLECTBNSIOTCS
nabMU, UCTIONb3YIOWUMN MHOPMAaLMOHHbBIE TEXHOMOMMMU AN NPECTYMHbIX LEenei.
CpeOn OCHOBHbIX BUMAOB KMBEpNpecTynHOCTU BbIAENAKT pacrnpocTpaHeHue
BPEOOHOCHbIX NPOorpamm, B3fIoM naponen, kpaxy HOMepOB KPeaUTHbIX KapT 1 ApYrux
GaHKOBCKUX PEKBU3WTOB, @ Takke pacnpocTpaHeHMe NpOoTUBOMNPaBHON MHopMaLmm
C ucnosnb3oBaHueM ceTu VIHTepHeT.

MpaBuna, koTopble NOMOryT Bam He cTaTb xepTBOW KNbepnpecTynneHun:

- XpaHuTe Homep kapToykn n NMNH-
B TalHe;

- HEe UCnonb3ynTe OANH Naposb ANs
WHTEpPHET-PECYPCOB;

- K CBOEN OCHOBHOWM KapTe B Bawem
GaHke  BbINyCTUTE  LOMNOSTHUTESbHYIO,
kotopon OypeTe pacnnaumBatbCs B
nHTepHete. Tyada nerko MoxHo OypeTt

nepeBoauTb HEDONbLUME CYMMbl AEHEr, N B Clly4ae KOMNpoMeTaunm SaHHbIX

AO0CTaTOYHO NPOCTOo 3abroknupoBaTh ee;

- perynspHo npoBepsiuTe COCTOSAHME CBOMX OaHKOBCKMX CYETOB, 4TOObI
y6eanTbCa B OTCYTCTBUN «ITULLHUX» N CTPaHHbIX onepauui;

- NOCTaBbTE NIMMUT Ha CYyMMY CMMCaHWA UNW NepeBoda B JIMYHOM KabuHeTe
6aHka;

- He nepeyvncrnanTe OeHbrN Ha ANEKTPOHHbIE KOLIENbKU U cHeTa MOOUIbHbBIX
TenedoHOB NpwW onnaTte MoKynok, ecnn Bbl He ybeaunuce B GnaroHageXHOCTU
nuua/opraHusaunn, KOTopbIM NpeaHasHavatoTcs Bawwm cpeacTea;

- He NepeBoOaMTE AEHEXHble CpeaCTBa Ha cHeTa HE3HAKOMbIX NUL;
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- HE Nepe3BaHMBaNTE N He HanpaBnanTe oTBeTHble SMS, ecnn Bam noctynuno
coobuwieHne o 6nokupoBaHuMM HaHKOBCKOW KapTbl. CBskutecb € 6GaHKOM,
obcnyxusatowmm Bawy kapTy;

- ByabTe OCMOTPUTESNbHBI B OTHOLLIEHMM MUCEM C BIIOXXEHHBIMU KapTUHKaMMU,
NocKomnbKy dannbl MOryT cogepxatb Bupycbl. OTKpblBanTe BMOXEHUS TOMbKO OT
n3BecTHblx Bam oTnpasBuTenen n Bcerga npoBepsiATE BIIOXKEHUS Ha Hanuyve
BUPYCOB, €CMN 3TO BO3MOXHO;

- He nepexogute HeobaymMaHHO MO CCbifikaMm, coepXalmmca B cnam-
paccbinikax. Y4oCToBEPbTECH B NPaBUIIbHOCTM CCbINKKU, Npexae Yem nepexoanTb no
HEen 13 3NEKTPOHHOro NUCbMa,;

- He 3arnosfHANTe NOoSflydYeHHble MO 3MEKTPOHHOW MnoyTe POpPMbl U aHKETHI.
JInyHble gaHHble 6e30nacHO BBOAUTL TOSbKO HA 3aLUMULLEHHBIX CanTax;

- HacTopoXutecb, ecnn ot Bac TpebyloT HemeaneHHbiX AENCTBUN wUnun
npeacTaBnseTcs YpessblHanHasa cuTyaums. ATo TOXE MOXET OblTb MOLLIEHHNYECTBOM,
NPecTynHWKN BbI3biBalOT Yy Bac owyuweHne TpeBorn, 4ToObl 3actaBuTb Bac
AEencTBoBaThb OLICTPO N HEOCMOTPUTENBHO;

- He pasMellanTe B OTKPbITOM [OCTyne M He nepefasante uMHGOpMaUUIO
NINYHOrO XapakTepa.

PaccmoTpum camble pacnpocTpaHeHHble CXeMbl MOLLEHHMYeCcTBa:
1. «3BOHOK n3 BaHka»

Bam 3BOHUT He3Hakomel,. Homep BxoasiLero 3BOHKa O4eHb NOXOX Ha Homep GaHka,
a 3BOHAWMN npeactaBnseTca pabOTHUKOM  KOHTaKT-UEHTpa unvM  CnyxoObl
6e3onacHocTn baHkKa.

Ons peanusauunu
MOLUEHHMYECKOM CXEMbl Takxke
NCMoNb3ylTCA  MECCEHAXepHb!,
npexage Bcero Viber. Bxogsawmin
3BOHOK MakcumarsnbHO
3akamydnmMpoBaH nog 3BOHOK
COTpyaHuKa GaHka: Ha aBaTapke
MOXET MCMNONb30BaTbCA NOroTunN
OaHka (monHocCTbLIO nnm
4yacTM4yHO), a oTobpaxaembin
TenedOoHHbIN HOMEepP 3BOHSLLEro
MOXET OblTb OYEHb MOXOX Ha
TenedoH cnyxbbl NoAaepPKKM
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OaHka.

Y MOLLUEHHNKOB €CTb BO3MOXXHOCTb 3BOHUTb C HOMEPOB, NMOXOXNX Ha O(*)I/ILI,I/IaJ'IbeIe
HOMEpPa OaHka. 3ﬂ0yMbILLIJ'IeHHI/IKI/1 MEHAIT Lll/ld)pbl B HOMEpPE, KOTOpbl€ Bbl MOXETE
HE 3aMeTUTb.



Y Bac npocAaT KoH(pmaeHUManbHble AaHHble

MoLueHHNK coobuiaeT, 4To «BaHK BbISABUN NOOO3PUTENBHYIO onepaumio no Bawen
KapTe» UM «NocTynun 3anpoc Ha OHNanH-odopMIieHne KkpeauTta Ha Bawwe nms».

OH npocuT y Bac nornH 1 naponb ot NHTepHeT-6aHkuHra, kog n3 SMS ot baHka (B
OONbLWMHCTBE Cny4aeB CcoOMpoBoXaaembln pason «Hukomy He coobwiante!»),
PeKBU3NTbI KapTbl (NOSTHbLIM HOMepP KapTbl U cpok ee aencteus, CVV- unu CVC-kop).
OTO HYXXHO AKOObI «ANSA COXPaHHOCTKM BalLMX OEHEr».

Kak MolleHHMK nbiTaeTcs Bac yoeautb

«Mb1 360HUM € opuyuanbHO20 HOMepa, Nposepbme Ha calumey.

«B uensax KoHgudeHuuanbHocmu 5 eKknrdaro poboma, Komopsbil
3awumum eawu OaHHbIe» (Bbl CrbllMTE B TPYOKe NErkum wenecr).
[nsa y6eanTenbHOCTN OH Ha3biBaeT BalLv NepPCOHasbHble AaHHbIE (MMS,
0T4yeCcTBO, nocnegHve 4 undpbl KapTbl U AP.) U NPOCUT NEpPeBeCTU
OeHbMM  «Ha 3aWUWEHHbIL  cyem, KOmopblU 3aKpernéH 3a
repcoHaribHbiM MEHEOXEPOM: 3MO HYXHO Onsi 6e3onacHocmu, a
MOMOM 8bl CMOXeme 8epHyMb OeHbau .

Wnn npocuT Ha3BaTb Baln NepcoHasnbHble AaHHbIE WU CEeKPEeTHbIe
kKoabl n3 SMS poboTy, Npn 3TOM B TPYOKE Bbl CNbILLNTE MY3bIKY.
Bam npegnaratot ycnyrn cTpaxoBku OT MOLLEHHMYECKNX genctenin. [na
ee odopmneHna HeobXxoAMMO MpPeadoCTaBuUTb AaHHble O KapTe, Ha
KOTOPOW HaxoOATCs 3HauuTemnbHble OeHexXHble cpeactBa U SMS-kog
ANS NOATBEPXAEHUST onepauun.

BaxHo! Hukomy He coobuwianTe CBOM NUYHblE AaHHble, JaHHble KapT, 3aluUTHble
Koabl, kogbl N3 SMS! Ecnu ¢ kapTon, 4ENCTBUTENBbHO, NPOUCXOAAT MOLUIEHHUYECKME
onepaunn, baHk cam MoXxeT ee 3abnoknposaThb!

2.

«MoTeHuManbHbIN NOKyNnaTenb»

MoLLeHHUK npeacraenseTcs
noTeHUManbHbIM  NoKynaTenem
TOoBapa, 00bsABNEHNe o Npoaaxe
KOTOPOro ObINO  pasmeLlleHo
BaMu B ceTu uHTepHeT. [lo
KaKuM-TO npuynHam
«nokynartenb» He MOXEeT
ceroaHs npuBe3TU [OEHbMN, HO
X04yeT npucraTb Bam 3anor us

—_— Apyroro ropoga Mo cucteme

AUCTaAHLUMOHHOIO  GaHKOBCKOro

obcnyxunsaHus.



Ccblinka

[na npoBepku NOCTyNneHuMs nepesBofa MOLUEHHWK HanpasnseT BaM CCbIIKy Ha
(PULLNHIOBbLIA CaWT, KOTOPbIA O4YeHb GfIM30K MO AM3aiHy Ha MCMNONb3yeMbli BamMu
WHTEPHET-0aHK Unu CTpaHuLy 4SS BBOAA PEKBU3UTOB KApPTOUKM OS1S MOMyYEeHUs yxe
OTNpaBIieHHOro nepeBoda AeHeXHbIX cpeactB. [locne BBedeHWa BamMu B Mongd
(PULLMHIOBOro cavTta napons v NorMHa WUnn pekBU3UTOB Ballen KapTO4ku, OaHHble
CTaHOBATCH JOCTYMHbI MOLLEHHUKY.

QR-kop,

BMecCTO CcCbINkn MOLIEHHMK MOXET HanpasuTb Bam QR-KOA, KOTOPbLIA TaKKe XPaHUT B
cebe ccbifky Ha uwmHroBbl cant. Nocne BBeaeHMst Bamu B Nonst (PULLIMHIOBOrO
cavta naposis M NorMHa WNn pPekBU3NTOB Ballel KapTOYKM, [aHHble CTaHOBSATCS
AOCTYMHbI MOLUEHHUKY.

BaxHo! He nepexogute no nogo3putenbHbiM ccbinkam. [ns Beb6-sepcun MHTEpHET-
OaHKMHra ncnonb3ynTe ToNbKo opunymnaneHbIn cant baHka, a ons MobunbHoOn Bepcumn
— TONbKO MOBUITbHOE NPUNOXeHUe, 3arpyXeHHoe W3 ouumnanbHbIX MarasvHOB.
BHumMaTenbHoO n3yunte camT, Ha KOTOPOM BBOAUTE NU4YHblE AaHHble. O6A3aTenbHO
NPOBEPLTE HaNM4ne Takoro camta B MHTEPHETE.

3anomMHuTte! [na nonyyeHus nepesoga LEHEXHbIX CPEeACTB HET HeobxoaMmOoCTu
BBOAUTb CPOK AencTteusa kaptol n CVV-kog.

3. «CoobLweHnsa B counanbHbIX CeTAX»

MOLUEHHUK HE3aKOHHbLIM MyTEM MOMy4YaeT AOCTYMN K CTPaHU4YKe B COLMarnbHOM CeTU U
oTnpaensieT coobuweHnsa ¢ npocbbon hnHaHCOBOW MOMOLLM OT MMEHWN €€ Briagenbua
APY3bsiM.

Mpocbba MoxeT 6bITb cCamas pasHas: oT
«CK/MHb MHE AeHer Ha KapTy, No apyxbe»
OO HexBaTKM AeHer Ha Oonbliyto
nokynky. B pegkux cnydyasix MOLUEHHUK
Jaxe nNpocUT Npou3BecTn onnaty
caMoCToATeNbHO, obellas BO3MECTUTb
3aTparbl Npu NIMYHON BCTPeYe.

BaxHo! [pn nony4eHnn COMHUTENBHOIO

coobLeHuns nnu mManeunwen
HEyBEPEHHOCTM B TOM, YTO  Bbl
OEeNCTBUTENBHO obwaeTecb c

BnagenbueM CTpaHNU4K1, MO3BOHUTE EMY.

4. «Posbirpbiwmn/pazgaun/onpocokl ot BaHka Unu MHbIX opraHnsayun»



MoOLLEHHMKIN OCTaBMAOT BblAYMaHHYO peknamy
B MONYNsIPHbIX coumarnbHbiX ceTsx o6 onpoce

o Cerom NPUINawWaer Bcex
oT nmeHn baHka n «Pasgaye npusos nepsou M8 NPAIAHMK |
1000 npowegwmx onpoc!» mnm o ToMm, 4YTO B Kynowst Viber Out Playstation
o 4 Xbox One 1 KpynHoe
CBA3N 4 rogosLnHOU BaHka nnbo WHbIM REHEKHBIE NPUIbI = HUKTO U3
o YHACTHHKOB He YRRET Gea
3HaYNMbIM MEpPOMNpPUATHEM, nocneaHnn nogapxat
pasgaeT CBOMM KITMEHTaM [OEHEeXHble Mpu3bl. yeacteopats:
Llenb onpoca — £KOObl W3Yy4NnTb MHEHUe :
knueHToB. [locne npoxoxaeHus — onpoca QViber
opraHusaTo obelaet eHeXHoe
P P t A 10 JIET BMECTE
BO3Harpaxuniexne. NIAPUM MOAAPKM
KAXAOMY HALLEMY
OpHako, nocne  nNpoxoXaeHus  onpoca NOAB30BATEAO
Heobxoanmo 3annaTtuTtb HebonbLUyto | 3ABPATH NOAAPOK

KOMMUCCUIO, CBSI3@aHHYO C MepeyucrieHMem
BO3HarpaxgeHna nmbo c uenbio nonydeHus
nocnegHero — BBEeCTUM JaHHble Bawen
©aHKOBCKOWM KapThl.

©

[aHHbIN  KEMC O4YeHb pasHoobpaseH wn
OorpaHn4YMBaeTCss  TONMbKO  BOOOpakeHuem
MOLLUEHHMKOB.  Bmecto  onpoca  mMoxeT
npegnaratbCa BO3MELLEHNE HASOroBbIX BbIMMAaT, KOMNEHcaUna 3a Hanmyve Balumx
AaHHbIX B 6a3e «yTe4Ykn» N NHble MaxmHaumm.

BaxHo! NoceTtute O(i)I/ILI,I/IaJ'IbHle CTpaHunuy opraHmnsaumn nnm no3BOHUTE B KOHTAKT-
LEeHTP OJ14 NPOBEPKUN Hann4n4a akummn, po3birpbilia nimn onpoca.



