PunwunHr. Kak BbISBUTb
MOLUeHHUKa B ceTu UHTepHeT

B nanmonansHoM cermenTe cetu MaTepHeT Pecnyonuku benapych
HaOJII0/TaeTCs 3HAYUTEIHHOE TTOBBIIIICHNE MOIIIEHHUYECKON aKTUBHOCTH,
CBSI3aHHOM C MCTIOJIb30BAaHUEM (DUIIIMHTOBBIX CTPAHUII U JTaXKE LIEJIBIX CAHTOB.

[enbro qaHHON Pa3HOBUAHOCTH (DUIIIMHTA SIBJISETCS MOJYyISHUE HE TOIBKO
YYETHBIX JAaHHBIX OT KaKUX-JIMOO CepBUCOB (JIOTHUH U MapOJb), HO U JAaHHBIX

TUTATE)KHOU KapThl (HOMEP, CPOK JIEHCTBHI, UM M (haMUJIUs AeprKaTess U
CVC2/CVV2 kon).

Tak>ke CTOUT OTMETUTD, YTO MPOJAYMAHHBIN LENEBON (PUITMHT HE 00XOIUTCS
0e3 UCIOoJIb30BaHUs COIMAIbHON HHXKeHepuu. [Ipudem eciiu panblie B
OCHOBHOM TMPOUCXOIMJIA PACCHUIKA (PUITUHTOBBIX MTUCEM Ha JJIEKTPOHHYIO
MOYTYy, e OblJIa BO3MOKHOCThH OJIOKHPOBATh MACCOBBIE PACCHUIKH, TO
TENEepb 3JT0YMBIIIJIEHHUKU UCTIONB3YIOT €1IE MECCEHIKEPHI U COLIUATIBHBIC
CETH, YTO 3HAYUTEIBbHO PACIIMPSET LEJIEBYIO ayAUTOPHUIO.

B ciydae ycrnexa 370yMBIIUIEHHUK MOKET MEPEYUCIUTD C KapThl )KEPTBbI
HEKYI0 CYMMY JICHET, €CJIM Ha cueTe Oy/IeT I0OCTaTOYHO CPEICTB. A eciu
MOJIYYUT JaHHbIE ISl BXOJA B JIMYHbIA KAOUHET NHTEPHET-0OaHKUHTa,
MEPEUHCIIUT BCE IEHBI'U CO CU€Ta, JIM0O0, C UCIOIB30BaHUEM MEKOAHKOBCKOM
cucteMbl uaeHtTugukanuu (MCH), MOKET OTKPBITH cueTa B APYyrux OaHKax
(0 KOTOPBIX KEePTBA JUTUTEIILHOE BPEMSI MOXKET HE 3HATH), IJIsl IPOBEACHUS
TpPaH3UTHBIX onepaiuii. B xyamem ciyyae, opopMUT OHJIAH-KPEAUTHI, B
KOTOPBIX MOXKHO CHSITh HAJIMYHbIE, IEPEBECTU WM MOTPATUTH CPEICTBA
OHJIaliH. A 4epe3 HEKOTOpOe BPEMS KEPTBE MPUJIECT U3BEIICHUE O
3aJI0JDKEHHOCTH WJTU TIOBECTKA B CY/I 3a HEYIUIATY.

JlaHHas MOILLIEHHUYECKAasi aKTUBHOCTD HAIPAaBJIEHA HA FOCYAapPCTBEHHBIC
OpraHbl U OpraHu3aluu, OPUANIECKUX U PUINUECKUX JIHILI.

IoanenviBaTCs pa3jM4HbIe pecypcehl:



UHTEPHET-0AaHKUHTU OAHKOB;

TOPrOBbIC MIOMIAKY;

pa3JIMYHbIC IIATPOPMBI U CEPBUCHI, HA KOTOPHIX JOCTYIIHA OILIaTa
OHJIaliH KaKUX-JT1OO TOBApOB UJIU OKA3aHUS YCIYT.

HoBble NOSIBASIOTCS MPAKTUYECKHU Cpa3y Mociie OJIOKUPOBKHU CTapbIX, a
CXOJKECTh C PEAIbHBIMU CAWTaMH MOPON JOCTUTAET OUEHb BHICOKOT'O YPOBHHI.

B nacrosmee BpCMA Ha6J'IIOI[a€TC}I JABC OCHOBHBI€ (l)I/IIIIHHI’OBble CXEMBbI
MOIIIEHHUYECTBA:

® 3J'IOYMBIHIJ'I€HHI/IK BBICTYIIACT B POJIX IIpOJaBLa (I/ICHOHHI/ITGJ'IH

YCIIYTH).
o MouIeHHUK MPUTBOPSAETCS MOKyNaTEIEM (3aKa3YMKOM YCIIYTH).

VY Kax10#1 cXeMbl CYIIECTBYIOT CBOM MOJIU(PHUKALINU, KOTOPbIE TO3BOJISIOT
MOIIIEHHUKaM, B TOM YHCJI€ IOBTOPHO, 0OMaHBIBATh MOJIb30BATEIICH.

I[pumep mackupoBkH moa miaomaaky Kufar.by

CyIecTBYIOT pa3IMUYHbIC METOJIBI M CITIOCOOBI, KOTOPHIMH 3JI0YMBIIICHHUKH
CErOJHS MBITAI0TCSI 0OMaHBIBaTH OEJIIOPYCOB.

Kaxnas u3 cxem oOMaHa moapa3ymeBaeT 2 dTama: HOArOTOBKY H
peanm3anuio. [loAroToBka NpakTUYECKU HE MEHSETCA, B TO BPEMS KaK
peanuzaius MOXKeT ObITh pa3birpaHa Mo-pa3HOMY.

Bce 3aBucHT OT 0OCTOSITENBCTB U TOTO, KTO B IAaHHBI MOMEHT BBICTYTIAET B
poJin XKepTBbl. MOIIEHHUKH XOPOIIO YYBCTBYIOT SMOIIMU COOECETHUKOB,
UTParOT HA IOBEPUYMBOCTHU U OTKPBITOCTH IrpaxaaH. MoryT paccKka3blBaTh,
YTO MONAJIM B CIOKHYIO )KU3HEHHYIO CUTYallUIO U MPOAAIOT BENIb 3
OECIICHOK TTOTOMY, YTO HY>KHO OIUIATUTh JICYCHUE POACTBEHHUKY, yuely
peOeHKyY WM criacTh OU3HEC, MOCTPaAABIINI OT KpU3HCa.

IloaroroBka:


https://vk.com/away.php?to=http%3A%2F%2Fkufar.by%2F&cc_key=

1. 310yMBIIUIEHHUK CO3/1a€T OJIHY CTPAHUILY, BHEIIHE TTOXO0XKYIO Ha
CTpaHUILly aBTOPHU3AIUHU O(PUIIMATHFHOTO CepBUCA, HAKIIATHYTO, OJaHK
OTHPaBKH KyphEePCKOM CIIykKObI (IIaTEKHOE 0053aTEIBCTBO) UITU KE
MOJIHOCTBIO KOIUPYET BECh CAWT.

2. IIpon3BONT PETUCTPALIUIO TOMEHA, BU3YAJIBHO CXOXKETO C
opuruHajabHbIM. Ha3zBanue MOXET OTINYaThC OYKBabHO OJTHUM CUMBOJIOM
00 HallMOHAJIBLHOM TOMEHHOM 30HOM. Hanmpumep, mbITasich 3aMacKupoBaTh
(UITMHTOBYIO CTPAHUIy IOl CEpPBUC IIoIAaKku 00bsaBiaeHui Kufar.by,
3JI0YMBILIJIEHHUK MOXKET BbIOpATh CIEAYIOIINE TOMEHBI (B CIIMCKE JJIS
CpaBHEHUS yKa3aH U OPUTMHAIbHBIA JJOMEH):
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[Tocne Toro, kKak MOAJEIbHBIA CAUT CO3/IaH U PA3MEIIECH HA MOX0KEM Ha
obUIMATIBHBIN CalT JOMEHE, TPECTYMHUK HAYMHAET MTOUCK JKEPTBBI.
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Kog noareepxaesma:

NMOAAENKA

Ha naHHbIii MOMEHT IIMPOKO UCIOJIB3YIOTCS HECKOJIBKO TUITMYHBIX CXEM
MouieHHH4YecTBa. OHU HaIlpaBiIeHbl KaK Ha IPOJABLOB, TaK U HA
NOKYyIIaTeJIeW TOBAPOB.

Cxema oomana npogaBuoB Nel (IIpexonsiara)

1. IlpecTynmHUK HAXOJWT MPOJABIA HA OPHUITUATIBHON TUIOMIATKE
00BSIBJICHUN, KOMTUPYET €r0 KOHTAKTHBIC JaHHbBIE, HO Ha TUIOMIAJIKE HE
MUIIIET, MTOCKOJIBKY TIEPEChUIKA (DUIITMHTOBBIX CCHIJIOK TaM
HeBO3MOXHa. MieT HoMep MpoaaBiia B MECCEHKEepax MiIH IHUIIET B
COIICETAX, MPEACTABISICH AKOOBI Mokymatenem ¢ Kydapa.

2. 'oBOpUT, 4TO ykKe COBEPIIMI IPEAOILIATY. BhIChIIaET MPOAABIY CCBUIKY
Ha MOJJENbHYIO CTPAHHUILY, IJ€ IPOJIaBIy HYKHO BBECTH HOMED CBOEM KapThI
IUTSL TOTO, YTOOBI NOMYYUTh JIeHbru. Cpeau NaHHbIX, KOTOPBIE IPOCUT
3JIOYMBIIUIEHHUK: HOMEP KapThl, UMs AepKaTens, Cpok aercteus, CVV-kon
Ha 00OPOTHOM CTOPOHE KAPTHI.

3. lHora MOIIEHHUK Tak)Xe MPOCHUT MpojiaBiia npeaoctaBut CMC-kon
MOATBEPKACHUS TJIAaTEkKA, CChUIASICh HA TO, UTO MEPEBEII MPEAOIIATY U
X0ueT yOeauThCs, YTO OHA MOCTYINUIIA Ha CUET MPO/IaBIia.



4.C IIOMOIIBIO CO6paHHI>IX JaHHBIX MOIICHHHUK MOXCT ITOIIBITATHCA
IIEPCBCCTU C KaPThI JKCPTBBI HCKYIO CYMMY ACHCT, U, CCJIN Ha CUCTC 6yz[eT
AO0CTATOYHO CPCACTB, CMY OTO YIACTCsl.

Cxema ooOmana npoaasuoB Ne2 (IIpexoniara)

1. Ecnu npeapiayinas cxeMa yCHenrHo cpadborasna, MOIIEHHUK MOKET
MOBTOPHO CaM CBSI3aThCA C MOKYIATEIEM WIH MPECTABUTHCS CITYKOOM
MOJJIEPKKU U CKa3aTh, YTO MPOU30IILIA OIINOKA.

2. UtoObI BEpHYTh OMIMOOYHO MEPEBEICHHBIE CPEACTBA, OH MPEATIONKHUT
NeperTH Ha (PUILIMHIOBBIN CAalT U CHOBA BBECTU JAHHBIE CBOEH KapThl.

3. Eciu mpoaaser] 3To cAenaeT, MOIIEHHUK MOXET MOBTOPHO CITUCATh
JICHBI'U.

Cxema oomana nokynareJeii Nel (JlocraBka 0a3oBas)

1. IlpecTynmHUK BBICTABIISIET TOBAp Ha O(UIIMATIBHON TUIOIATKE
0OBSIBJICHUM 1O KpaiiHe BBHITOTHOM IICHE.

2. Korja noTeHIMaNbHBINA TOKYIIATEIb UIIET eMY, IPECTYIHUK yOeKaacT
HNEPEUTH B MECCEHDKEP MU COLMAIBHYIO CETh IO IIPEIJIOrOM TOTO, UTO
TaM yJ00Hee o01maThes.

3. Bo BpeMs 0011eHMs] MOILIEHHUK YrOBapUBaeT MOKyIaTeNsl Ha MpeIoIuiaTy
WJIM I0CTaBKY MO/ JIFOOBIM MPEJIOrOM: yeXal U3 ropojia, HET BPEMEHHU.

4. YtoObl pa3BesiTh COMHEHHUS MTOKYTATENsl, TOBOPUT O HOBOM yCIIyTe
XOJIMPOBAHUS CPEJCTB, KoTopas nosiunack Ha Kydape: ecim qocraBku He
oyner, Kydap aBromaTuuecku BEpHET CpeICTBa Ha KapTy.

5. BBICBIIAeT MOKYNaTEI0 CChUIKY Ha TMOICIbHYIO CTPAHUILy, KOTOpast
UMUTHPYET cTpaHuily cepuca «Kydap JJocTtaBka» niau HHTEpHET-OaHKUHTa,
TJIc Hy’)KHO BBECTH JIaHHBIC KapThl, 4TOOBI COBEPIIUTH IIpeIomuiaTy. B
KauyeCTBE JJAHHBIX KapThl OKYIATEISI MPOCAT 3al0JHUTh HOMEP KapThl, UMs
nepxkarens, cpok ee aeictus, CVV-kon (3 nudpsl Ha 000pOTHOM CTOPOHE



KapThl). B HEKOTOPBIX CTydasiX 3JI0yMBIIIJIEHHUK MOKET ITONPOCUTh HA3BATh
npoBepouHsblid ko u3 CMC-yBenomieHus: OaHka.

6. Kak ToJIbKO MOJIb30BaTENIb BBOAHNT JAHHBIC cBOcH KapThl, C HCC
CIIMCBIBAIOTCA ACHBI'Y, ITOCBIJIKA, CCTCCTBCHHO, HC ITPUXOAUT U CPCACTBA HC
BO3BpaliarOTCs.

Cxema o0OmMana nokynareseit Ne2 (JlocraBka moBTOpHAast)

1. TTocne Toro, KaK mpeAbIayIas cXxeMa MOJHOCThIO PeaTn30BaHa, u
MOKYTIaTe)Ih HAYMHAET MO03PEBATh, UTO €0 OOMaHYJIH, MOIIICHHUK
MOBTOPHO CBS3BIBAETCS C MOKYMaTEIEM.

2. I'oBopwuT, 4TO IpOU30IILIA OLIMOKA, TOBAP YxKe 3a0panu (Uiau nepeayman
10/1aBaTh), TOTOB BEPHYTh JE€HbIU.

3. BrichIaeT cchUIKy Ha MOENBHYIO CTPAHUILY BO3BpaTa CPECTB, I7Ie
MOKYTIATEJIF0 HY’KHO BBECTH BCE TE K€ JaHHBIE CBOEU KAPThI U TOUYHYIO
CyMMY, KOTOPYIO €My JOJKHBI BEPHYTh.

4. ITocne TOro, Kak MOKymnaTesab MOBTOPHO BBOJUT JJAHHBIE CBOEH KapThl, C
€ro c4yeTa MOBTOPHO CIUCHIBAKOTCA IEHBIU.

Cxema o0mana nokynareseit Ne3 (Bo3spar cpeacrs)

1. Ilocne Toro, Kak MOLIEHHUK peanu3oBall cxemy «JloctaBka», OH
MUIIET NOCTPaJaBIIEMy MOKYNATEII0, MPEACTABISETCS CIIYKOOM
noanepxku Kydapa.

2. FOBOpI/IT, YTO NOCHIJIKA ObIIa HE A0CTAaBJICHA, U3BUHACTCA U pACCKA3bIBACT
IIPpO BO3MOXKHOCTb BO3BpaTa CPpCACTB 3a IIOCHIIIKY.

3. [Ipuckuiaer cChUIKY Ha (PUIIIMHTOBYIO CTPAHUILY, T/I€ MOKYIIATEI0 CHOBA
HYKHO BBECTH JaHHbBIE CBOEH KapThl U CYMMY, KOTOpasi COOTBETCTBOBAJIA
CYMME€ IPEIBIAYIIErO CIUCAHUSA.



4. Ilocme TOI'0, KaK IIOKYIIaTCJIb IIOBTOPHO BBOJAUT AAHHBIC, MOILICHHHUK CHOBA
KpaacT ACHBIH C 0aHKOBCKOTO CUeTa.

Cxema ooOMana nokynareJsieii Ne4 (MommeHHHYECTBO ¢ HAKJIATHBIMH)

1. TlpecTynmHUK BBICTABIISIET TOBAP MO OYEHBb BHITOJIHOM IIEHE Ha
ouIMaTIBLHOM caifTe.

2. Korpa noteHnuanbHbli oKymnaTeas nuiietr emy Ha Kydape, noa mo0bim
IIPEUIOrOM IIpejIaracT NEPENTU B MECCEHKED.

3. YroBapuBaeT oTOpaBUTh TOBAp MO nouTte. [Ipu 3TOM MOILIEHHUK
CHELHUATIBHO CO3/1A€T aXKUOTaX BOKPYT 00bsBIeHUS. OH MOXKET TOBOPUTH,
4YTO OyKBAJIbHO HA JHSIX Y€3’KaeT U3 ropojia, WIIK YTO TOBAP TOTOBBI KyIUTh
IpYyTUE NOKYaTEN.

4, Hpoz[aBeu IrOBOPHUT, YTO MOKHO OIUIATUTDH TOBApP YKC IMOCJIC TOT'O, KaK OH
€0 OTIIPABHUT, IIPHU 5TOM I'OTOB IIPCAOCTABUTL JOKAa3aTCJILCTBA.

5. Ecniu mokymnaresb coryamaeTcsi, B KauecTBe JOKa3aTelbCTBa OTIPABKU
MOIIIEHHUK BBICHIIAET CCHUIKY Ha MOJCIIbHYIO CTPAHUILY TPEKHUHTA TOCHUIKU
WIN CKaH MOJJIEIBHOr0 JOKyMeHTa 00 omiate. MUHUMaIbHOE 3HAHHE
¢doTo1ona MO3BOJISIET MPECTYMTHUKY CHBIMUTUPOBATH KBUTOK JTFO0O0H CITyKOBbI
noctaBku, 0ynb To C/ADK, bennoura unu nodas aApyrast KOMIaHUS.

6. [Tocie Toro, kak MOKynaTeab NOBEPHUJI, UTO MTOCHUIKA OTIIPABJICHA,
MOIIEHHUK MPUCHUIAET CChUIKY HAa (PUIIMHTOBYIO CTPAHUILY, IJ€ HY’KHO
0(pOpMHUTH NEPEBO]] CYMMBI 3a TOBAp.

7. Kak TOJIbKO MOJIb30BaTENIb BBOAHNT JAHHBIC CBOCH KapThl, C CT'0 CUCTa
CIIKMCBIBAIOTCA ACHBI'M, a4 IIOCBhLIKA, CCTCCTBCHHO, HC IIPUXOIUT.

Pexomenganumn:

1. K mr00bIM onepanusiM, TpOU3BOIUMBIM C UCII0JIb30BaHUEM Barei
0aHKOBCKOM KapThl, OTHOCUTCS MaKCUMaJIbHO BHUMATEIHHO U
OCTOPOKHO. Tepsarb OUTEALHOCTh HUKOT 1A HEIb3SL.



2. JIns omnatel NOKynok B IHTepHETE 3aBECTH OTAEIbHYIO KapTy U HE
XpaHUTh HA HEW MHOTO JICHET.

3. Ecnin Bam nipuciaim CChUIKY Ha OYTOBBIM SAIIMK, B MECCEH]IKEP HIIH
SMS-coo0miennem, To, He3aBUCUMO OT TOT'0, KTO TIPHUCIIAI, TaXKe €CIIH ITO
Bam npyr, 3HaKOMBIN, TOCYJaPCTBEHHBIA OPraH WA OPraHU3alus, ¢
KOTOPO# BBI TOCTOSTHHO BeETE MEPENUCKY, WK a0COTIOTHO HE3HAKOMBIN
YeJI0BEK, MPEXkKIE YeM €€ OTKPhIBATh, CJIEAyeT 0COOCHHO BHUMATEIHLHO
MPOBEPHUTH TOMEHHOE M. [Ipy BOSHUKHOBEHNH MAJICHIIIETO COMHEHHUS, YTO
CCBhUIKA BEIET HE HAa O(UIHAIIBHBIN pecypc, €€ He0OX0IUMO MPOBEPUTb.
Cnenarb 3TO MOXHO, OTHICKAaB B MHTEpHETE O(UIIMATBHBIN CAalT U CBEPUB
JIOMEH, a TAK)K€ JIOMOJIHUTEIBHO MTPOBEPUB UHGOPMAIIHIO O J1aTe
peructpauuu JomMeHa (y (pUIIMHTOBBIX 0OBIYHO OT HECKOJIBKUX JHEH 10
HECKOJIBKMX MECSIIEB) Ha CTICIIUATN3UPOBAaHHBIX HHTEPHET-PECypcax,
Hampumep: whois.domaintools.com, centralops.net, xseo.in, cctld.by u

IPYTHUX.

4. Ecaiu pecypc oka3aJicsi moeJJbHbIM JTH00 caMOMy HE yaaeTcs
OTIPEICIINTh, TO HEOOXOAUMO CIeNIaTh CKPUHIIOT (DUIITMHTOBOM CTPAHMITBI
(4TOOBI B aJpeCHO CTpPOKE OBLIT BUJICH aIPEC), U OTIPABUTH B CIIYKOY
MOJICPKKH OPUTHHAIBHOTO pecypca, C ONUCaHueM MOoIpOOHOCTEN CUTyaIuu
(aaMuHUCTpaLMs HACTOSIIETO pecypca caMa 3auHTEPEeCOBaHa K
HEJIOMYIICHUIO UCIIOJIb30BAHUSI CBOETO UMEHH JINOO JIOTOTHUIIOB
MOIIEHHUKAMH ), TIOCTIE YET0 OTKA3aThCsl OT MPOBEACHUS KaKUX-IN00
oreparui.

5. Ecau cTasnu :kepTBOil MOIIEHHUKOB:

e FEcnu BBenu nanHbie 0aHKOBCKOW KapThl, TO HEOOXOAMMO B CPOYHOM
MOPSIJIKE POU3BECTH €€ OJIOKUPOBKY, TO3BOHUB B OaHK JI0O, B
WHTEPHET-O0aHKUHTEe JTUOO0 TPU pas3a BBE/Is HEBEPHBIN MApPOJIb, C
MOCJIEAYIOIIEN €€ 3aMEHOM.

e FEciu BBeIU aBTOPU3AIMOHHBIC JAHHBIC OT HHTEPHET-O0aHKHHTA, TO
HEO00XO0IMMO HEMEJICHHO 3BOHUTH B OAHK M COOOITUTH O
KOMIIPOMETAIIMU YUETHBIX TaHHBIX OT HHTEPHET-0aHKUHTA.



e B cilydac HCO6XOIII/IMOCTI/I 06paTHTI>CH B IIPABOOXPAHUTCIIbHLIC
Opra”bl € 3as41BJICHHUCM O MOIICHHHUYCCTBC.

6. BnagensnaMm pecypcoB IIpH BBISIBIICHUU CIIy4aeB MOIIEHHUYECTBA C
UCIIOJIb30BaHUEM (PUIIIMHTOBBIX CTPAHUI, MUMUKPUPYIOIIUX MO
OPUTHMHAIIBHBIN PECYPC, WM BO3SHUKHOBEHUH MOJO3PEHUMN O TAKOM

HCIIOJIB30BaHNU:

e (pa3y aenaTh CKPUHIIOTHI (DUIIMHTOBBIX CTPaHUI] (005S3aTEIBHO
9TOOBI B aIpECHOM CTPOKE OBLI BUJICH aJIpeC) U MEPEIUCOK C
MOIIIEHHUKAMHU.

[Ipu HE0OXO0AMMOCTH 00pAIATHCA B COOTBETCTBYIOLINE OPTaHBI.



